BEST SECURITY PRACTICES



Overview
S

- How can hackers find me?
- What can they do for me?

- How can | protect myself?



How can hackers find me?
N

- What about your house?



What can they do for me?

Hijack your usernames and passwords
Take total control on your device (mobile, laptop...)
Steal your money

Request new account Personal |Identification
Numbers (PINs) or additional credit cards

Make purchases

Sell your information to other parties who will use it
for illicit or illegal purposes.

Use your computer to attack other computers.



How can | protect myself ¢

Install anti-virus software and keep all computer
software patched

Use a strong password
Log off public computers

Back up important information ... and verify that
you can restore it



Limit social network information
Download files legally

Ctrl-ALt-Delete before you leave your seat



Keep personal information safe

O

o Pay attention to browser warnings and shop

smart online

o Use secure Wi-Fi connections at home and away
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- Please fill in the forms

Thank you for listening

Questions?




